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Supporting Maritime Security Regimes (MSR):
The Enterprise Implementation Proposaland MSR Manual

Executive Summary
The Maritime Challenge

The unhindered ability to utilize th®aritime Domain is essential to a healthy global
economy and is vital to the strategic security interests of all nations. Loss of access to this
significant global highwayconnecting nations, people, markets and manufacturers around
the world rapidly impacts all nations.

Qirect _threats to ensuredamtime access includg A Maritime Security Regime (MSR) is
disruption of commerceor movement and a group of states and/or organization:
interference with the lawful use of the Maritim|  acting together, with an agreed upon
Domain and transnational crimes such as piracy | framework of rules and procedures, tc
terrorism. lllicit trafficking (weapons, drugs ensure security within thdaritime
money, humans or other contraband) may & Domain.

impact maritime access. Natural phenomena, stCh

as severe weather, ice or geological disasters may limit access. Since these threats and events
can be expected to continue it would be prudent to prepare for a future where the impact of a
variety of access atienges could be prevented, mitigated or resolved. Though some nations
have robust capabilities, for multiple reasons, no single nation can ensure access for the
global community at large.

The presence of dozens of groups operating around the gloles gpemational concerns
about maritime access challengdhey have many different names but are collectively
referred to here amaritime security regimesMSR). Historically, these MSRs have a wide
range of capability as well as success.

The complexityand uncertainty facing the nations of each unique maritime region are
compounded by the problems and opportunities of sggberand air domain dependencies

and regional relationships. The interdependence with other domains is evident because the
physial flow in the Maritime Domain is coupled with the information flowadyberspace

and the availability of space assktsweather predictiomavigation and communication.

The Maritime Security Regime Concefinnex A) fundamentally shaped thisnterprise
Implementation Proposal and MSR Manual. Reviewing the Co@cepialysis, key ideas,
principles and access challenge solutions will enhance application of this document.



As indicated in the title, this document proposes the dual solution 1hapréposes
implementingan Enterprisk to provide global support to regional MSRs and (2) offers
processes and approaches to directly enhance MSR capabildieecomplish this, Part |
proposes the desigdevelopmenand implementation of the MSR Enpeise Its purpose is

to offer sustained support to greatly increase MSRs cooperation including Net Enabled
Collaboration. The MSR Manual, consisting of Parts Il and Ill, addresses MSR processes and
capabilities regarding building new MSRs and providingtaned global enhancement or
improvement of existing MSRs. A series of Case Stu@iesexB) further confirms the dual
solution substance by summarizing the corroborating findings of several existing MSRs
sample MSR agreement is providedAnnex C and the Experiment Analysis Results, which
supports the elements of this Manual, is provide@lrinexD.

The value or underlying measure of success ofitted solutionproposed in the central idea

of the MSR Concepts its ability to contribute tamproving MSR capability to resolve
regional maritime access challeng@scess challenge resolution depends on the approach of
the MSR as well as its capabilities and organizaflétre suggested MSR approach combines
regional and global aspec#sdaptingthe supply chain construghattraces the flow of illicit
access challenges from their maritime domain activity source through several MSR regions
and finally to the intended market regias a key element of the Global Approach. This
expanded MSR appach combines with the traditional MSR regional foars access
challenges utilizing the best practices of b@tional and globapproaches.

Under MSR leadership tw@rimary MSR functions are required to ensure access and
freedom of maneuver: an abilitg assess and understanelgional access challenges in the
complex environmentboth regionally and globally and the ability togenerate a
comprehensiv®SR responsencluding influencing stakeholder actidBoth segments of the
dual solution the Enterpse and enhanced MSR capabilire designed to improve the
MSRsresponse ta range of access challenges.

Part | 7 Design and Implementation of aii C 0 0 p e r Enterprisestivat
Supports Maritime Security Regimes

This section provides the first of the dual solutions of the Maritime Security Regime Concept.
It will support MSRs as they address regional maritime access challenges. The Enterprise
utilizes a Net Enabled Collaborative environment to interconnect MSIRsravide access to
subject matter experts. To manage the complexity and potential surprises in the Maritime

! An enterprise is @ooperativeproject undertakenespecially one that is important or difficaktat requires
boldness oenergy.The termfi e n t e wasifirst aisedp describe this construduring Multinational Exper

ment 5: Cooperative Implementation Planning, Management and Evaluation Cion©eptber 2008t is also

often led by a business organizati@nitp://dictionary.reference.com/browse/enterpribeg Maritime Security
Regime Enterprise essential elements include interdomain relationstyperépacespace and aias well as
account for land domaipsThe term Enterprise is descriptive term and does not prescribe a naming convention.
MSRs themselves shtnl nameit during initial meetings.



Domain of the Global Commonthe proposed Enterprise designed to bglobal, agile and
adaptive.

The Enterprise also provides a range of imfation on request. It facilitates coordination

with other authorities and agencies across the regions, reaches out to other domains and
responds with capacity building assistance. Further, the Enterprise support of Regional and
Global Approaches best addses the complex and uncertain Maritime Domain environment
with a broad range of educational activities including best practices with supporting inter
regional dialogueThe Enterprise proposed is also a key enabler to MSR success proposed in
Parts Il andll of the Manual. The Enterprisas proposedncluding its supporting elements,

will not direct or restrict the regional MSR operations. Instead it offers in response to
requests, sustained support to MSRs.

Successful Enterprise development and, inigaar, MSR enhancement and collaboration,
respond to several principles identified in the&SR Concept. Many of these were also
confirmed in the MSR Case Studies. Most important among these principles need to
build member confidence and trust. Reth to confidence are two additional principles:
building partnerships tailors regional requirements #mal establishment of individual and
mutual benefit

Creating the Enterprise is based msixaelement approach:

1 AssessmentConduct an assessment of Awhy the E

1 Enterprise Design:develop a strategic vision statement, objectives and the design of
the Enterprise

1 Endorsement by Authorities: Propose the Enterprise to national leadership and
maritime organiztions

1 Roadmap: Develop an Enterprise transition plan or roadmap based on senior level
national and maritime organizational guidance

1 Implement: Implementactivities supporting the Enterprise

1 Information Sharing, Management and Knowledge

Part Il T Building a MSR within the Enterprise Construct

Once nations and organizations agree to form a MSR in a given region, its capability to
address regional maritime access challenges is the essential underlying measure of access
success. The inherent MSR functions agsessment and responakso requiresound
leadership ifthe MSR isto cope with a range of regional access challenges. Also, a case is
made in the Concept that there is increasing likelihood of MSR success if it is linked to other
MSRsas well as airgyber and space domaittgoughthe global Enterprise.

Creating or enhancing a MSR is based on a flex@ile Step Methodology adaptable to
iterative application as requiretdhe first step would involve a strategic review to consider



the requirement for MSR. The remaining steps would focus on creating the MS&

developinga vision, supporting objectives and organizational degighowing endorsement
of the MSR by proper authoritiesthe processalls for development of aadmap and
provides for situonal updating of MSR guidance when required.

Across the globe, MSRs face a spectrum of maritime challenges from high impact challenges
of more severity to lower impact, more routine conceifise challenges that a MSR
addresses could be seen as a coaotimand MSR organizational construcend functions
described in the Roadmapust be agile in design to reflect this range of maritime challenges.
Additionally, MSR constructs are shaped by the principles of individual and mutual benefit,
uniqueness of eaaegion, and member trust.

Part Ill T Sustained Enhancement of MSR

This section addresses MSR capability enhancement during sustained operations and will
likely be heavily referenced bgxisting MSRs. The MSR visionpbjectivesand roadmap
developed in Part Il of the Manual support MSR sustained operations. As access challenges
or MSR capabilities change they may require updaimdjenhancement

MSR Global Approach

The CaseStudies, the Base Line Assessment and the MSR @omrligcussed in Part &ll

point to the need to combine the strength of MSR regional expertise with global and
comprehensive resources, such as collaborating with other M&dRsIsingthe cyber and
space domains. Based on these assessments the Globah&pproposes applying these
resourceso the supply chain construct, from the illicit activity source throrgjavantMSR
regions to the market for the illicit trade activity.

Case Study Recommended MSR Best Practices

The Case Study best practicelssely support the MSR Concept. They primarily address
improving MSR capabilities for sustained operations or enhancement. Some key
recommendations include:

1 Building MSR member confidence and trust is vital and often contingent on making
small, iterativeand focused steps.

1 Focusing initially on the assessment function, including information gathering and
distribution plus assessment of actual and potential future situations, is particularly
valuable.

1 Challenges are often best resolved by individual stakeholder action or enforcement
rather than attempting more complicated group actions.



1 Maritime Domain is linked to other domains, primardybespace spaceand air.
This consideration assumes even mdrmportance in the dense maritime
environments

1 Inter-regime networking is crucial, particularly with new regimes.

Cyberspace Space and Maritime Domain Interaction

Persistent space and cyber systems that are part ointtrelomain have become an
increasingly important contributor to situational awaren&dse approach used in the
Multinational Experiment 7MINE 7) Objective 3.1Cyber Domain Methodologyto enhance
cyber resiliencé is adaptable to the Maritime Domain, but it is safficient. MSRs must
alsobe able to fully exploit cyber and space domains. An interactive maityimer response
process is an ability to prevent, detect, assess and respond to noncoagpdiestiallenges.

The proposed process exploits cyber anctcspmiomain awareness and assessments of both
complaint and norwompliant actors.

When considering threats to MS#clusive economic zond&EZ) resources or criminal
activities MSRs shoulduse theGlobal Approachto developingcyber and space domain
awaraness as well as using more traditional intelligence. In addition to just monitoring events
occurring withinthe MSR region, cyber and space resources can help assess the out of region
flow (i.e. Supply Chain construct), particularly the origin of and mrkused by
noncompliant adrs engaged inboth EEZ resource violations and criminal activity. The
implications are clear for MSR anticipation and assessment of regional threats.

MSR Leadership Function

Many Maritime Security Regimes exist todayvariousforms, each with differing abilities to
resolve regional access challengéatioussituatiors or access challengencluding cultural

and capability factors, require unique approaches to access challenge resolution. These
unigue approaches rangeom federated organizations sharing information to enable
individual national responses, to organizations with more unified multinational command and
control functions.

In most cases MSR leadership will employ assessment or situational awarenessduagti

well as a response function. In addition to MSR capabilities, the scope and role of these MSR
functions are also shaped by three varialiteshe maritime environmenthe degree of
access challenges or threat, the vulnerabditglthe value of matime assets at stake

% Multinational Experiment 7 is a twgear multinational and interagency conceépvelopment and experime
tation (CD&E) effort to improve coalition capabilities to ensaeess to and freedom of action within the
Globd Commons domains (Air, Maritime, SpaaedCyberspacke

% For the purpose of this documergsilienceis accepting the risk of an attack taking place, fatierfocusing
on strengthening the ability to prevent, absorb and recover from an attack.



Awareness and Assessment Function

The assessment and awareness are iterative aspects of the same process. Assessment leads to
improved awarenesamproved awareness allows for better assessriiéasefunctions form

a foundatiorfor enabling a successful MSR decision and respamsieh may vary iriempo,

approach over the range of maritime challen¢§#SR assessment and awareness functions

also develop productsincluding implications and insighisto help shapeMISR decisions

being proposed in the response function. Assessment can also act as a trip wire to warn of
impending access challenges.

Decisions and Response Function

Responses that entail enforcement remain a top challenge for MSRs. As each region has its
own unique objectives and challenges, MSRs should develop and adopt their own specific
ways to respond. To achieve maritime security, a MSR requires within its nedmpber

among stakeholders tloapacity to makeccuratedecisionsin a timely mannerto respond

and convince noncompliant actors to complyifonecessaryto enforce compliancePart

of the MSR Manual, closes with a reviewhe interactions betweethe assessment and
responsefunctions that emphasize the Global Approach aideddyperspaceand space
information particularly for higher impact challenges.

Global coordination and collaboration are clear and essesjeacts ofmproved maritime
security. The dual solutionof Enterprise support anstrengthead MSRs that combines
global resourcewith regional strengtin a Global Approachdirectly enhanceMSR success
in responding to access challeng@scase is made in this documeniat the Enterprise
proposal is central to ihsuccess.

Vi
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Introduction

The presence of dozens of groups operating around the globe speaks to national concerns
about maritime domain access challenges. They have many different names but are
collectively referred to here as Maritime Security Regimes (MSRs). Historically, theBs M

have a wide range of capability as well as success. This paper addresses enhancing MSR
assessment and awareness as well as providing suggestions for responding to actors when
their actions are noncompliant.

The Maritime Security Regime ConcepAnpex A Maritime Security Regime (MSR)

A) fundamentally shaped this Enterpri{ is 5 goup of states and/or orgaaiz
Implementation Proosal and MSR Manual. Thi{ tions acting together, with an agres

reader should note that tHdSR Concept, by| upon framework of rules and pmc
design, preceded this documerfthis Manual | dures, to ensure security within tf
represents MSR  conceptual implementat]_Maritime Domain.

processes to address maritime access challenges, including new applications developed
during MNE 7 dscovery, experimentation and analysis. This document proposes the dual
solution that implements an Enterprise to provide global support to regional MSRs and offers
processes and approaches to directly enhance MSR capabilities.

Part | proposes the creation of a Maritime Security Regime Enterprise as an entity that offers
sustained support to encourage and facilitate collaboration between MSRs and improved
ability to access information, best practices and expertise from beyanawheregions to
respond to challenges in the Maritime Domain.

Parts llproposes a process for building a new MSR while Rastiggesthow to enhance an
existing MSRa complementary approattienhancing MSRs, emphasizing collaboration in a
global appoach to regional challengeshis document proposgsocedures, principles and
best practices to directly enhance MSR awareness, assessment and response capabilities.
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PART | 7 Design and Implementation of anEnterprise that Supports
Maritime Security Regimes.

Introduction

The Central Idea othe MSR @nceptand this Manuals a dual approach to strengthen
MSRs:

1 First, the creation of a Maritime Security RegimefCooperatived Enterprise as
an entity that offers sustained support to encourage and facilitate collaboration
between MSRs and improved ability to access information, best practices, and
expertise from beyond their own regions to resolve access challenges to the
Maritime Domain.

1 The second, complemeriry approach of the concept directly enhances MSRs,
emphasizing collaboration in a global approach to regional challenges. It
implements a program that provides procedures, principles and best practices to
directly enhance MSR awareness, assessment andpesse capabilities.

Part | proposes the first of the dual solutions of Maitime Security Regime Concept
Global Approach to Regional Challeng@dSR Concept)how to implement an Enterprfse
designed to best combine global collaboration with rejidiSR expertiseParts Il and Il
describe establishment and sustainment of an MSR.

These principles, drawn from the MSR Concept supporintipiementation of an enterprise
as described in this section.

* An enterprise is @ooperativeproject undertakenespecially one that is important or difficultat requires
boldness oenergy. It often is led by a business organizatfbttp://dictionary.reference.com/browse/enterprise)
The termfi e n t e wasrfirst sisedo describe this construduring Multinational Experiment 5: Cooperative
Implementation Planning, Management and Evaluation Corinepttober 2008The Maritime Security B-
gime Enterprise essential elements include interdomain relationstypsr¢pace space and air). The terrmE
terprise is descriptive term and does not prescribe a naming convention. MSRs themselves shatldurame
ing initial meetings.



MSR Concept Principles that suppointerprise Design and Implementation

A Generate Confidence among MSR Membe@enerating confidence and trust amo
members over time in turn builds a willingness to cooperate. The willingne
members to cooperate for the achievement of common gohis witollective body is
directly related to their mutual confidence, this in turn, leads to the generation of
in their ability to coalesce.

A Build MSR Partnerships.Build partnerships tailored to secure the regions mariti
resources and commerciakeds with an appropriate level of security enforcemen
response capability.

A Establish Individual Stakeholder and Mutual BenefiEor an organizational entity tq
be viable there should be acknowledged individual (national) as well as mutual be

A potential Enterprise€onstructis depicted in Figure 1t directly addresses the increasing
complexity of intefregional and interdomain challenges. The Concept makes a case that
sustained Enterprise support is essential to enabling MSRs to ketpemd to regional
access challenges.

4 MSR Net Enabled Collaboration
Jyra—— A— @ MSR Library
- @ Global Assessment
@ Shared Expertise
€ Capacity Building

Enterprise Activities

@
Potential Support

\ & Existing MSR
MSR — Maritime Security Regime @ NewMSR
NGO - Non Governmental Organization @ Ssupporting Groups
IO — International Organization

Figure 1. A Potential Enterprise Structure
Note that it is still a core MSR responsibility to assess and respond to challenges (trigger

evens), but MSR success is enhanced by Enterprise functionsbyrsilipport fom the
various Enterprise groups depicted in Figure 1. A trigger event is described as a persistent



access challenge event in a given region that actors coalesce around and causes the formation
of a MSR.

Creating the Enterprise employs a flexibie element approacas described ifigure 2.

Access Challenges
M5R Gaps

L1, Azze==ment of
“Why an Enterprise is

16 Info. Sharing,
Manegement and

13, Endorsement
by Burthorties

MSR Leadership Function

Figure 2. Processfor Creating an Enterprise to Support MSRs

Based on thébaseline assessmertase study results,concept analysi@nd two limited
objective experiments, the first two steps of $heelement approachave beercompletel.
Enterprise leadership decisions and lessons learned that are identified during the
implementation of the Enterprise will further shape future Enterprise requirefoeritse
remaining element§ he six elements are dethed below.

1.1. Assessment of the Requirement for the Enterprise
The proposed design of the Enterprise responds to the question that was fully explored in the

Concept: Anls gl obal cooperation and support
regiora | mar i ti me access probl ems?090



1.1.1. Overview of AWhyyequni Eatdlerprise is

The assessment to determine if an Enterprise is required begins with a strategic review
Today, there are literally dozens of MSRs, composed of many different types of organization,
eachdesigned to respond in some mannea toaritime access challengkt one end of the
spectrum there arNavy, Coastguard, and law enforcemeageking to dealith the more
challenging security issugsAt the other end of the spectrum are more federated MSR
organizations such as Sea Surveillance Cooperation Baltic Sea (SUAISends of the
spectrumare integral parts of a comprehensive apprbaSome MSRsmay be small
nongovernmental organizations that work in partnership with national bodies to address
challenging issues such as illegal, unreported and unregulated fisHiey generally serve

a common purpose, offering their sponsors a way of respotaliagecurity threat or illegal
activity in the Maritime Domain

The challenges they are facing in many maritime regions are compounded by the problems
and opportunities of interegional relationships as well as spacgber and air domain
dependencies. The Case Studies suggest that MSRs would benefit from sharing bes practice
and by having the opportunity to be linked together through the Enterprise. Underlying
principles, developed in the Concept, underscore the valisdEnterprise approach.

1.1.2. MSR Capabilities Vary

MSR Case StudiesAfinex B), the Maritime Baseline Assessment Reped,well as the
Experimentation Analysis ResultéAnnex D) established that MSRs and Mdke
organizations have widely differingpilities to gain maritime situational awareness, analyze
access threats and to resolve regional access challé&igesregional partnermay fail to
anticipate or are sometimes slow to form an adequate response to emerging access
challenges. Whil¢he underlying strengtlof these regional MSRs their inherent awareness

of the unique culture and associated challenges in their rdfey canalsogreatly benefit

from other MSR best practices. It is proposed that the Enterprise act as a conduit for
pronoting lessons learned and support the exchange of best practices.

® Suchasoperations at the Horn of Africa

® Comprehensive approach. The collaborative employment of diplomatic, informational, military and economic
power by civil government agencies, national and multinational military forces, international and intergover
mental organizations, nongovernmentalagigations and other relevant actors in a coordinated, integrated and
coherent manner in order to achieve unity of effort toward a common goal towards a common goal. (MNE 7
Lexicon)

" Through the Net. The Implementation of the EU Regulation to preveert et eliminatdUU Fishing Envi-
ronmental Justice Foundation (201#2ww.ejfoundation.org/reportdUU stands forlllegal, Unreported and
Unregulated (1UU) fishinglUU fishing is a global phenomenon¢aurring in virtually all fisheries from sha

low coastal waters to the deep oceans. Accurate data on the scope and scale of IUU fishing is hard to come by as
it is in essence a clandestine activity. However it has been recently estimated that the datalane of IlUU

fishing worldwide is between US$10bn and US$23.5bn, accounting for a significant proportion of gldibal catc
es.
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1.1.3. The Requirement for a Global Approach to Regional Challenges

One result and underlying insight of the Baseline Assessment Report, Case Studies, and
Concept analysis is the value lofking MSRs to increase collaboration with other regions

and domains. The nature of maritime environment is increasingly global, stressing the
importance of a Global Approach to what were once mostly regional solutions. While a
Regional Approach to MSR allenges is still a sound baseline, it is no longer sufficient.

Examples of global factors indicating the requirement for a Global Approach include:

1 Case studies of MSRs indicate they may not identify the existence of commen inter
regional concerns or ay not be aware of corresponding best practices and solution
sets developed by other MSRs.

1 In general, shippingperations and commerce are global, cutting across regions, and
are increasinglgyberspacand space dependent.

1 Threats to the flow of commee in the supply chain increasingly span many regions
and force MSRs to also assess and act globalgll as within their regian

1 MSRsas well asnoncompliant actors will increasingly use and interact in the cyber
and space domains. For example, comuadlow in the Maritime Domain is often
automated and directly coupled to the flow of information in @yber Domain
Additionally, shipping flow and control is reliant on global space assets for maritime
navigation and communication. MSRs need to ussdhdomains as part of their
Global Approach.

The Enterprise can help MSRs address all of these global factors by linking MSRs for better
cooperation regarding best practices, standardized operating proceshdesnhanced
awareness of global commerce audess challenges.

1.1.4.Concept Principles and Central Idea Suggest Sustained Support

Further i n r egar dis an &ntetphse requited s ai o re v iMBRY o f t |
Concepds underlying principles underscores the value of the Enterprise apphdaciz of

the principles, such as building confidenaed establishing mutual benefit and building
partnerships are loAgrm challenges that are best addressed by sustained Enterprise support

of MSR dialogue and education with more mature MSRs.

The Conceptédés Centr al |l dea proposes that it s

to assess and respond to regional maritime challenges using a dual solution to support the
MSRs directly and by employing a global Enterprise solution.

11



1.1.5. Risks of Not Adopting the Enterprise

Forming an Enterprise to suppdtie Global MSRApproachis an important
opportunity and key to MSR success.

Successful implementation of the ideas and approaches proposed in Parts 1l and 11l to support
MSRs is much less lé&ty without the sustained support of the Enterprise. In short, the
procedures and best practices of this portion of the dual solution are less likely to be
incorporated. Without an Enterprise, Parts Il and Il will become outddtediments
infrequentlyreferencedRisks of not adopting an Enterprise include these.

1 Access threats and the nature of the maritime environment are increasingly global; so
independent or regional MSR operation may be too narrow in the absence of
Enterprise global support.

1 MSRsoperating independently may not mature as rapidly.

1 Without global assessment and awareness, MSRs may respond too slowly or with an
inadequate response.

1 MSRs lacking internal resources are less likely to successfully seek or obtain the
capabilities of dter stakeholders.

Combined, these risks will increase the likelihood of delayed or failed MSR response to
maritime challenges.

1.1.6. Recommend Approving Further Development of the Enterprise Proposal

In summary, the Enterprise proposal addresses identifi8® Mgap® by emphasizing the
global linking and collaboratiowith and between MSRs including the utilization of other
domains.

1.2. MSR Enterprise Design

Once theEnterprise strategic review is completed and further development approved, the
initial design of the Enterprisghould considethe following elements.

8 See Multi National Experiment 7, Outcome 1 Baseline Assessment Results dated 31 March 2011.
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1.2.1. Develop an Enterprise Strategic Vision Statemefit

To garner support for the Enterprise formation a short strategic vision statement that is
convincing and inviting is required MSRs that may want to join the Enterprise. The vision
statement concisely summarizes the why, what and how of the Enterpoijsesgir It
emphasizes the key ideas of the Concept and this proposal.

The visionshould considethe following aspects:

1 The Maritime Access Challengesand MSRs Today. The unhindered ability to
operate within the Maritime Domain is essential to a heajtblgal economy and is
vital to the strategic security interests of all nations. Today dozens of Maritime
Security Regimes (MSRs) are in place across the globe. They have a range of
capabilities to address access challenges of varying complexity and. tAreat
underlying strength of MSRs is their inherent awareness of the regions uniqueness
and its associated challenges. Too often they operate independently while facing an
increasingly global challenge.

1 The Enterprise Provides for MSR Requests The Enterpise will employ a
sustained approach that supports MSRs in a net enabled collaborative environment.
To manage the complexity and potential surprises in the Maritime Domain of the
global commons develop an Enterprise that is global, agile and adaptivpptartsu
MSRs as they address maritime access challenges

1 Enterprise Provides MSR Support not direction. The Enterprise, including its
proposedsupporting elements of a Steering Group and Coordination Group, will not
direct or restrict regional MSR operai®

1 Enterprise Activities. The Enterprise must provide information on request, facilitate
coordination with other authorities and agencies across regions, reach out to other
domains and respond with capacity building assistance. Further, the Enterprise
approach best addresses the complex and uncertain Maritime Domain with a broad
range of educational activities including best practices with supportingregemal
dialogue.

1 Conduct Periodic Conferences Leadership of an established Enterprise will
periodically conduct MSR conferences that explore maritime challenge issues. These
meetings may also explore policy and decigsioaker level review of the Enterprise
vision, objectives and design

® Strategic Visiona descriptiorin broad terms of the situation as it would fulfill political objectives. Thisestrat
gic vision provides the lonterm perspective for the Enterprise effort.
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1.2.2. Enterprise Objectives and Design Features

Enterpriseobjectives are largely based in achieving MSR core abilities to maintain maritime
access. The Enterprise is designed to support achieving these ohjectives

1 Prime Enterprise Objective T Facilitate Global Support to Regional MSR
Challenges Without creatinga directive role, the Enterprise provides sustained MSR
support featuring a Global Approach emphasizing collaborative interaction with other
MSRs and domains. This support offers global resources tailored to the region.

Enterprise design feature: Offer S3RRs the full range of Enterprise supporting
capabilities and links.

1 Support Timely MSRs Responsedkegional uncertainty implies the requirement for
persistent assessment to enable timely and effective responses. Additionalty
interdomain and interegional environmentthe limits of independent or isolated
MSR responses are apparent. This includes the need to identify likely response
capabilities earmarked earlier in the process and to facilitate support from a wider
sekction of nations and organizations.

Enterprise design feature: Seek ways to assist B8Rty for more effective and
more measured responses through building sufficient maritime awareness including
capitalizing on intefregional andinterdomaincapablities.

1 Assist Identifying Key Stakeholder Response Capabilityimprove MSR decision
response capability by better identifying likely response abilities of stakeholders.
Also, include linking the MSR to other MSRs for advice and support.

Enterprise degjn feature: Support identifying key stakeholder abilities as well as
linking MSRs to other MSRs and to other global commons domains.

1 Assist MSR Maritime Situational Awareness and UnderstandingEnhance the
MSRs 6 capabiliti e sstudtiand avangnes® andndekéamding | me
through facilitation of global information exchange.

Enterprise design feature: Foster persistent regional maritime situational awareness
in particular with regard to the movement of maritime commaesceresource
exploitationas a baseline, in order to identify noncompliant activity in the maritime,
space and cyber domains. It remains a major challenge to maintain awareness of all
maritime activities including that of noncompliant actors.
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the maritime situation through collaboration facilitated by the Enterprise.

Enterprise design features: Foster Maritime Domain assessment capabilities of MSRs
by supporting the collaboratio of the MSR members in sharing national and
organizational assessment results or by assisting in the establishment of an
assessment function within the MSRs.

Implement Procedural Options Develop and implement decisionaking
processes, especially regagl funding and capability building by outlining a set of
commonly accepted business rules. This could include conflict resolution options for
those members that cannot agree to the majority.

Enterprise design feature: Identify and define rules for meshiggrand business
operations orthebasis of majority consensus.

Other Enterprise Design Features

A Provide MSRs a flexible approach to build new and enhance existing regional
frameworks that better meet these objectives.

A Outline principles and proceduredor successful MSR establishment or
enhancement and sustainment based on best practices from case studies of
existing MSRs.

A Improve Maritime Domain security by including a menu of MSR access challenge
solution options

A Identify and explore new methods falentifying common issues of MSRs. For
example, build a common agenda checklist.

1.2.3. Develop the Enterprise Design

Enterprise success i s measured in a MSRO6s
through, awareness, assessment and the capability to adequately respond to access and

security challenges.

Keys to sustained MSR support by the Enterprise arectwgplementary and interconnected
activitiesdepicted in Figure 3.
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€ MSR Net Enabled Collaboration
€ MSR Library
# Global Assessment
€ Shared Expertise
€ Capacity Building

’ Enterprise Activities
- Response Potential Support

.‘ @ cxisting MSR

MSR = Maritime Security Regime @9 New MSR

NGO - Non Governmental Organization @ Supporting Groups
|0 - International Organization

Figure 3. Enterprise Activities T A Global Approach to Regional Challenges
These are the activities depicted in Figure 3.

1 Enterprise Net Enabled Collaboration designed to support BiSRgue including
exchange of information, building enhanced awareness and communicating alerts of
access challenges or problemdSRs and the elements of the Enterprise are
interconnected and able to interact in a timely manner with each other as otbkias
interdomainsources

1 MSR library that offers links and direct means to access a repository of knowledge for
all MSRs including relevant information suas:

Historical examples

Best Practices

Current or recent access incident reports

MSR and Sulgct Matter Expert contact information.

> > > D

1 Enhance MSR awareness by improved collaborative assessment.

1 Shared expertisgbout related activity of interest to MSRs.
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1 Capacity Building that pomotess MSR enhancements through advocacy for
partnering, mentoringnd increased membership

Collectively or individually these enterprise functions will support MSRs with information,
expertiseand possible response options to current and emerging challenges by offering
greater understanding, wider information shaang expertise about related activities within

the Enterprise.

1.2.4. Enterprise Groups

Figure4 depicts examples of the groups that could be created to support the Enterprise

€ MSR Net Enabled Collaboration

® Global Assessment

‘ Enterprise Activities
Potential Support

@  Existing MSR

@ > NewMSR

=

Supporting Groups

MSR = Maritime Security Regime
NGO - Non Governmental Organization
I0 — International Organization

Figure 4. Enterprise Organization
Enterprise groups and their responsibilitesl roles may include:

Steering Group. This group ided by a Chairman and is composed of members whose role is

to provide guidance and make decisions on strategy and planning on behalf of their respective
MSRs with which they will liaise as necessary.eyhrepresent and guide the Enterprise
functions and the supporting components including the Coordination Group and several
subgroups depicted above. The Steering Group also leads the Enterprise MSR Conferences.
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The Enterprise Conferences are periodic fimeace meetings of senior MSR representatives

to explore regional MSR issues and challenges and to exchange information. Participants
include a Steering Group and its Chairman and supporting groups in theffaglérations,
technical requirements, legal questions, or other special areas of concern as required.

Conference objectives and roles may include:

1 Guide MSR Conference detailed planning, and execution

1 Direct Conference agenda items and desigrCiin&#erence sessions for the Chairman.

Sel ect Ahot topicso to be discussed duri

Collaboration environment.

Develop and articulate appropriate and acceptable Enterprise and Subgroup’names.

Support and enable maritinsapacity building activities.

Provide a networking forum for the MSRs.

Develop MSR advocacy policy in order to generate political will, improve MSR

partnering and mentoring, and increase membership.

Develop suggested Enterprise member conflict resolptiocesses.

Guide the Enterprise library of best practices (lessons learned), MSR concept and

MSR Manual publication updates.

1 Ensure support for MSR education and training.

1 Act as an advocate for consensus building for new laws or regulations concerning
emergingaccess challenges

1 Guide MSR assessment support including early warning trip wire functions.

= =4 4 A =

= =4

Coordination Group. This group supportthe Steering Group bgonference preparation and

the meetings as well as maintaining the Enterprise net enadllaboration and knowledge
repository. This Group should be organized by the Enterprise Steering Group according to
their requirements.

Primary roles for the Enterprise Coordination Group include:

1 Supporting the Enterprise Steering Group an€hairman to facilitate networking of
the MSRs including net enabled collaboration. Additionally:
A Maintain the Enterprise library of best practices (lessons learned) including MSR
concept and MSR Manual publications and other pertinent documents.
A Support ducation and training of MSRs.
A Support maritime capacity building activities.

1 Provide MSR Conference detailed planning, and execution:

9 The term Enterprise are descriptive terms and do not prescribe a naming convention. MSReahstmsald
name them during initial meetings.
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A Develop Conference agenda items and design the Conference sessions for the
Chairman.

A Be the <condui to bk discussed io the Coafgrencesand irt the
Enterprise Net Enabled Collaboration.

1 Future roles could include:

A Support MSR assessments including early

A Be alert to and report MSR crisis events and access challenges.

A Elevate immediate action items to the appropriate Enterprise Steering Group
leadership.

A Maintain awareness and knowledge about related-iatgonal and interdomain
activities

A Support MOU development in anticipation of future action

Other Groups. The Enterpse SteeringGroup isalsosupported by a number of subgroups,
which may include group® address standasdiraining and education, procedures and other
topics as required. These groups may meet asaoiierences of the MSR Conference to
address topicsfonterest to that group.

Other Possible Participants. Other possible participants in the enterprise may include
International Organizations (I&) nongovernmental organizations (NG®)and other
observers with arinterest in Maritime Security such asnemercial interest® (shipping
companies or port operas).

1.3. Endorsement of the Enterprise byRelevant Authorities

Obtaining endorsement of relevant authorities requingédibg a MSR community of
interest Thisis an iterative process that includes:

1 Establishing an Enterprise transition team to build national consensus and support for
the Enterprise proposal.

1 Enterprise legitimacy should be explored through a bottom up approach by the
participating MSRs and through tagown endorsement bynternational maritime
organizations.

{1 Build consensus among key nations, existing MSRs and maritime organizations
(IMOs, shipping organizations and commercial organizations).

1 Conduct Enterprise endorsement progress assessments on a regular basis.i$he goal
initial assessment of advocates, level of ambition, and political will.

1 E.g, International Maritime Organization (IMO), International Maritime Bureau (IMB), African Maritime
Safety and Security Agency (AMSSA)

12E g, Environmental Justice Foundation

13 E.g., Commercialcomparies such asMaersk Baltic and International Maritime Counc{BIMCO) and
Lloyds of London
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1 Initiate reviews of the Enterprise proposal by national and international organizational

authorities.

1 Obtainpolitical advice of national level decision makers and maritime organizational
leadership.

1 Develop specific products designed to supptimt leadership decisiemaking
process.

1 Utilize ongoing maritime security conferencegperimentsand exercises to explore
andimprove theMSR Concept andMSR Manual.

1 Seek endorsement by relevant authorities including publicizing previous
endorsements in order to attract other members of the community of interest to join
the Enterprise.

1 Develop products for media sources touefice the narrative

1.4. Develop an Enterpriselmplementation Roadmap

The Enterprisestrategicroadmap” (or transition plan) steps includBianning, scheduling,
fundingand supporting a kickoff meeting to establish the Enterprise.

Developing the Enterpriseroadmap will best be completed by a maritime security
organization with the resources to invite the various MSRs, MSRoliganizations and
others from theommunity of interest. Potential future Enterprika/elopment effortsould
include refining MSR Enterprise support and coordination by exploring the following
options

1 Improving maritime global situational awareness using an Enterprise.

1 Deriving MSR Maritime Domain situational awareness information resource
requirements and required capabilities for a common operational picture (COP)
designed to support the range of MSR operational requirements.

1 Linking tointerdomainsupport sources.

1 Building and evaluaing Enterprise processes to support MSR assessment activities
and alerting or acting as a tripwire to potential or actual regional maritime challenges.

14 Strategic Roadmap$ossible sets of coherent sstieps derived from the Strategic Objectives. They each
indicate an overarching approach to guide the Enterpffsets. The achievement @il of the sub steps that
comprise a Strategic Roadmap marks the attainment afitdreded state. It also provides a preliminary idea of
the constraints as well as of thessible resources, time frames and synchronizatioriresgents.
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1.5.Enterprise Implementation

The European Maritime Surveillance Networking (MARSURY d&ne Centre of
Excellence for Operations in Confined and Shallow Waters (COE CSW) are working
toward conducting events in 2013 that will further the process of Enterpfise
Implementation.

Implementationusing the roadmapcludes enhancing member advocadythe Enterprise
proposal attracting new members, and must sagportedby senior level national and
maritime organizational commitmentonducting an initial conference amdtablishing a
transition team are important implementation steps.

1.5.1.

Conduct the First Enterprise MSR Conference

Some recommended agenda items for the first Conference include:

T

1.5.2.

=

Establishing a rotational framework for the guidance and administration of the

Enterprise:

A Determine procedures for and elect a Chairman,

A Determine ternength for key positions and functions,

A Set a Conference interval time frame, including selecting a lead organization for
eventsscheduled in the near futyend

A Determine technical points of contact to coordinate required Enterprise IT and IT
security.

Establish legal agreements, including information sharing agreements and MOUSs.

Develop Terms of Reference for the Enterprise:

A Establish and agree upon rules, regulations and membership criteria,

A Establish a procedure for adjudicating new membership rejaesd

A Establish procedures farbitrating differencesr disputes betwee&nterprise
members.

Establish an Enterprise transition team to undertake recommendations and
agreements from the initial Enterprise MSR Conferent@nsition team tasks
include:

Refine intefregional MSR communication processes and net enabled collaboration.

Identify Enterprise educational and leadership challenges and resources.
Facilitate MSR education on a range of maritime access challenges.
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1.6 Enterprise/MSR Information Sharing, Information Management and Knowledge
Management

MSR Information Sharing, Information Management and Knowledge Management are
important capabilities for a successful global Enterprise. The strength of the Enterprise
depends on MSR collaborati@nd informal as well as formal information and knowledge
exchange.

Setting up a new MSR or enhancing already established ones in an Enterprise as described in
this Manual requires an early and detailed vision of how to implement, upgrade and tailor the
Information Sharing processes to the specific requirement as requested by the MSR.
Encouraging and supporting internal and external Information Sharing policies is a function
of the Steering Group. Although the Enterprise will meet periodically, the imgertah

proper information sharing is a continuous activity. Consequently, either the Chairman or the
Enterprise Coordination Group should provide MSR Information Sharingkawoaviedge
Management support.

1.6.1. Enterprise Information Management for MSRs

Dedicatel Information Management is one of the important factors for successful MSRs,
particularly in light of the Global Approach to access challenges. The design of an
appropriate Information Management policy and especially from the first steps of cooperation
onwards, the Information exchange procedures, must be tailored to bilateral or multilateral
requirements of the involved MSRs. The benefits of Information Management are very much
dependent on the willingness of the partners to share information.

Much prevous work on information sharing has determined that an effective information
management plan will ensure that trustworthy information becomes visible and accessible to
all, for near reatime use. Additionally, the plan should define adequate transmissaumity
regulations for the intenddohes ofcommunication and systems.

Because differing national regulations and policies regarding the dissemination of
information and related security principles are in force, methods for information sharing
shouldbe considered as early as possible. Existing conventions of coaltetd information
security regulations such as fAneed to knowa
related regulations | i ke .nA8ucheahverdtiansesdntabee i n
reconsidered in order to identify one commonly agreed way ahead to ensure the smartest
possible internal and external approach for comprehensharing and safeguarding
information.Various existing Information Management policies already piveery detailed
guidance and solutions for all decision lev&ase studies indicate that an initial approach

for MSR or interMSR information sharing is found in a series of small iterative steps to
build confidence.
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1.6.2. Enterprise Support of MSRs Knowledge Management

Information or knowledge has a limited lifesp&ertain types ofinformation, especially
when coupled with analysibecomes knowledge. It is best obtained or generated near its
sourcewithin the region of the MSR.

Such knowledge islas 0 wi del y us dedsonslne ad en\elmébpor ppicnt giici@ s o
archives. In this regarknowledge management has more enduring value. These lessons
learned archivesare valuablefor replicating processeas associated withbuilding or
enhancing existing MSRConsequently, one of the bodies of the Enterprise should be
designated to take responsibility and support MSR information and knowledge flow. The
Enterprise should also addrésewledge managemeint its training andeducation function.
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PART Il T Building a MSR within the Enterprise Construct

Introduction.

The following principlesdrawn from the MSR Concemupport building a MSR as
described irthis part of the documemind sustaining a MSR as will besdeibed in
Part 1.

MSR Concept Principles that support Building a MSR within the Enterprise Construct

A Generate Confidence among MSRlembers.Generating confidence and trust amo
members over time in turn builds a willingness to cooperate. The willingness of m
to cooperate for the achievement of common goals within a collective body is d
related to their mutual confidencehich in turn leads to the generation of trust in th
ability to coalesce.

A Build MSR Partnerships.Build partnerships tailored to secure the regions mariti
resources and commercial needs with an appropriate level of security enforcem
responseapability.

A Establish Individual Stakeholder and Mutual BenefiEor an organizational entity to b
viable there should be acknowledged individual (national) as well as mutual benefit.

T Each MSR is Unique and Must Be Agile and Make Its Own Policy Deaisiol here are
two factors that establish this uniqueness. First, there is a wide diversity of challeng
the evolving operating environment in maritime regions of the world. Each is uni
complex and marked with uncertainty where different culturégwpoints and
interpretations exist. Second, there is a wide variation in the capabilities of MSRs.

A Support MSR Compliant ActorsThe MSR must act in accordance with the Uni
Nations Convention on the Law of the Sea (UNCLOS). Its central goal d®ieaf acces
in the Maritime Domain, principally for all actors that comply with international no
and standards.

A Support a Comprehensive Legal FrameworkiSRs support a comprehensive le
framework using both national and international law balanbgdan assertive applicatio
ofthelawi Al aw i n action. 0 The MSR mu sarganized
cooperation and trust to achieve a shared agenda.

A Enable Planning and DecisiofMaking in a Complex MSR EnvironmentMSR planning
and decsionmaking must be designed for the complex environment including a
variety of civilian governmental and private participant interests. An underlying chall
is the combination and interaction of these numerous partners, cultural differ
interdomain factors, interegional partners and regimes facing threats of simi
complexity and interactions. In the multitude of varying scenarios of the Maritime Do
MSR decisions should include responses using the range of diplomatic, econo
military considerations striving to prevent and minimize access challenges u
comprehensive approach.
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