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Supporting Maritime Security Regimes (MSR): 

The Enterprise Implementation Proposal and MSR Manual 

 

Executive Summary 

 

The Maritime Challenge 

 

The unhindered ability to utilize the Maritime Domain is essential to a healthy global 

economy and is vital to the strategic security interests of all nations. Loss of access to this 

significant global highway, connecting nations, people, markets and manufacturers around 

the world, rapidly impacts all nations.  

 

Direct threats to ensured maritime access include 

disruption of commerce or movement and 

interference with the lawful use of the Maritime 

Domain and transnational crimes such as piracy and 

terrorism. Illicit trafficking (weapons, drugs, 

money, humans or other contraband) may also 

impact maritime access. Natural phenomena, such 

as severe weather, ice or geological disasters may limit access. Since these threats and events 

can be expected to continue it would be prudent to prepare for a future where the impact of a 

variety of access challenges could be prevented, mitigated or resolved. Though some nations 

have robust capabilities, for multiple reasons, no single nation can ensure access for the 

global community at large.  

 

The presence of dozens of groups operating around the globe speaks to national concerns 

about maritime access challenges. They have many different names but are collectively 

referred to here as maritime security regimes (MSR). Historically, these MSRs have a wide 

range of capability as well as success.  

 

The complexity and uncertainty facing the nations of each unique maritime region are 

compounded by the problems and opportunities of space, cyber and air domain dependencies 

and regional relationships. The interdependence with other domains is evident because the 

physical flow in the Maritime Domain is coupled with the information flow in cyberspace 

and the availability of space assets for weather prediction, navigation and communication. 

 

The Maritime Security Regime Concept (Annex A) fundamentally shaped this Enterprise 

Implementation Proposal and MSR Manual. Reviewing the Conceptôs analysis, key ideas, 

principles and access challenge solutions will enhance application of this document. 

 

A Maritime Security Regime (MSR) is 

a group of states and/or organizations 

acting together, with an agreed upon 

framework of rules and procedures, to 

ensure security within the Maritime 

Domain. 
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As indicated in the title, this document proposes the dual solution that (1) proposes 

implementing an Enterprise
1
 to provide global support to regional MSRs and (2) offers 

processes and approaches to directly enhance MSR capabilities. To accomplish this, Part I 

proposes the design, development and implementation of the MSR Enterprise. Its purpose is 

to offer sustained support to greatly increase MSRs cooperation including Net Enabled 

Collaboration. The MSR Manual, consisting of Parts II and III, addresses MSR processes and 

capabilities regarding building new MSRs and providing sustained global enhancement or 

improvement of existing MSRs. A series of Case Studies (Annex B) further confirms the dual 

solution substance by summarizing the corroborating findings of several existing MSRs. A 

sample MSR agreement is provided in Annex C and the Experiment Analysis Results, which 

supports the elements of this Manual, is provided in Annex D.  

  

The value or underlying measure of success of the dual solution proposed in the central idea 

of the MSR Concept is its ability to contribute to improving MSR capability to resolve 

regional maritime access challenges. Access challenge resolution depends on the approach of 

the MSR as well as its capabilities and organization. The suggested MSR approach combines 

regional and global aspects. Adapting the supply chain construct, that traces the flow of illicit 

access challenges from their maritime domain activity source through several MSR regions 

and finally to the intended market region, is a key element of the Global Approach. This 

expanded MSR approach combines with the traditional MSR regional focus on access 

challenges utilizing the best practices of both regional and global approaches.  

Under MSR leadership two primary MSR functions are required to ensure access and 

freedom of maneuver: an ability to assess and understand regional access challenges in the 

complex environment both regionally and globally, and the ability to generate a 

comprehensive MSR response including influencing stakeholder action. Both segments of the 

dual solution, the Enterprise and enhanced MSR capability, are designed to improve the 

MSRs response to a range of access challenges. 

 

Part I ï Design and Implementation of a ñCooperativeò Enterprise that 

Supports Maritime Security Regimes 

  

This section provides the first of the dual solutions of the Maritime Security Regime Concept. 

It will support MSRs as they address regional maritime access challenges. The Enterprise 

utilizes a Net Enabled Collaborative environment to interconnect MSRs and provide access to 

subject matter experts. To manage the complexity and potential surprises in the Maritime 

 
1
 An enterprise is a cooperative project undertaken, especially one that is important or difficult that requires 

boldness or energy. The term ñenterpriseò was first used to describe this construct during Multinational Experi-

ment 5: Cooperative Implementation Planning, Management and Evaluation Concept in October 2008. It is also 

often led by a business organization. (http://dictionary.reference.com/browse/enterprise) The Maritime Security 

Regime Enterprise essential elements include interdomain relationships (cyberspace, space and air as well as 

account for land domains). The term Enterprise is descriptive term and does not prescribe a naming convention. 

MSRs themselves should name it during initial meetings. 
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Domain of the Global Commons, the proposed Enterprise is designed to be global, agile and 

adaptive.  

 

The Enterprise also provides a range of information on request. It facilitates coordination 

with other authorities and agencies across the regions, reaches out to other domains and 

responds with capacity building assistance. Further, the Enterprise support of Regional and 

Global Approaches best addresses the complex and uncertain Maritime Domain environment 

with a broad range of educational activities including best practices with supporting inter-

regional dialogue. The Enterprise proposed is also a key enabler to MSR success proposed in 

Parts II and III of the Manual. The Enterprise, as proposed, including its supporting elements, 

will not direct or restrict the regional MSR operations. Instead it offers in response to 

requests, sustained support to MSRs. 

 

Successful Enterprise development and, in particular, MSR enhancement and collaboration, 

respond to several principles identified in the MSR Concept. Many of these were also 

confirmed in the MSR Case Studies. Most important among these principles is the need to 

build member confidence and trust. Related to confidence are two additional principles: 

building partnerships tailors regional requirements and the establishment of individual and 

mutual benefit.  

 

Creating the Enterprise is based on a six element approach: 

  

¶ Assessment: Conduct an assessment of ñwhy the Enterprise is requiredò  

¶ Enterprise Design: develop a strategic vision statement, objectives and the design of 

the Enterprise  

¶ Endorsement by Authorities: Propose the Enterprise to national leadership and 

maritime organizations 

¶ Roadmap: Develop an Enterprise transition plan or roadmap based on senior level 

national and maritime organizational guidance  

¶ Implement:  Implement activities supporting the Enterprise 

¶ Information Sharing, Management and Knowledge 

 

Part II ï Buildin g a MSR within the Enterprise Construct 

Once nations and organizations agree to form a MSR in a given region, its capability to 

address regional maritime access challenges is the essential underlying measure of access 

success. The inherent MSR functions of assessment and response also require sound 

leadership if the MSR is to cope with a range of regional access challenges. Also, a case is 

made in the Concept that there is increasing likelihood of MSR success if it is linked to other 

MSRs as well as air, cyber and space domains through the global Enterprise. 

 

Creating or enhancing a MSR is based on a flexible Six Step Methodology adaptable to 

iterative application as required. The first step would involve a strategic review to consider 
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the requirement for a MSR. The remaining steps would focus on creating the MSR and 

developing a vision, supporting objectives and organizational design. Following endorsement 

of the MSR by proper authorities, the process calls for development of a roadmap and 

provides for situational updating of MSR guidance when required. 

 

Across the globe, MSRs face a spectrum of maritime challenges from high impact challenges 

of more severity to lower impact, more routine concerns. The challenges that a MSR 

addresses could be seen as a continuum and MSR organizational constructs and functions 

described in the Roadmap must be agile in design to reflect this range of maritime challenges. 

Additionally, MSR constructs are shaped by the principles of individual and mutual benefit, 

uniqueness of each region, and member trust.  

 

Part III ï Sustained Enhancement of MSRs  

 

This section addresses MSR capability enhancement during sustained operations and will 

likely be heavily referenced by existing MSRs. The MSR vision, objectives and roadmap 

developed in Part II of the Manual support MSR sustained operations. As access challenges 

or MSR capabilities change they may require updating and enhancement.  

 

MSR Global Approach 

 

The Case Studies, the Base Line Assessment and the MSR Concept discussed in Part I, all 

point to the need to combine the strength of MSR regional expertise with global and 

comprehensive resources, such as collaborating with other MSRs and using the cyber and 

space domains. Based on these assessments the Global Approach proposes applying these 

resources to the supply chain construct, from the illicit activity source through relevant MSR 

regions to the market for the illicit trade or activity. 

Case Study Recommended MSR Best Practices 

 

The Case Study best practices closely support the MSR Concept. They primarily address 

improving MSR capabilities for sustained operations or enhancement. Some key 

recommendations include: 

 

¶ Building MSR member confidence and trust is vital and often contingent on making 

small, iterative and focused steps.  

¶ Focusing initially on the assessment function, including information gathering and 

distribution plus assessment of actual and potential future situations, is particularly 

valuable. 

¶ Challenges are often best resolved by individual stakeholder action or enforcement 

rather than attempting more complicated group actions.  
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¶ Maritime Domain is linked to other domains, primarily cyberspace, space and air. 

This consideration assumes even more importance in the dense maritime 

environments.  

¶ Inter-regime networking is crucial, particularly with new regimes.  

 

Cyberspace, Space and Maritime Domain Interaction 

 

Persistent space and cyber systems that are part of the interdomain have become an 

increasingly important contributor to situational awareness. The approach used in the 

Multinational Experiment 7 (MNE 7) Objective 3.1 Cyber Domain Methodology
2
 to enhance 

cyber resilience
3
  is adaptable to the Maritime Domain, but it is not sufficient. MSRs must 

also be able to fully exploit cyber and space domains. An interactive maritime-cyber response 

process is an ability to prevent, detect, assess and respond to noncompliant actor challenges. 

The proposed process exploits cyber and space domain awareness and assessments of both 

complaint and non-compliant actors. 

 

When considering threats to MSR exclusive economic zones (EEZ) resources or criminal 

activities, MSRs should use the Global Approach to developing cyber and space domain 

awareness as well as using more traditional intelligence. In addition to just monitoring  events 

occurring within the MSR region, cyber and space resources can help assess the out of region 

flow (i.e. Supply Chain construct), particularly the origin of and markets used by 

noncompliant actors engaged in both EEZ resource violations and criminal activity. The 

implications are clear for MSR anticipation and assessment of regional threats. 

 

MSR Leadership Function 

 

Many Maritime Security Regimes exist today in various forms, each with differing abilities to 

resolve regional access challenges. Various situations or access challenges, including cultural 

and capability factors, require unique approaches to access challenge resolution. These 

unique approaches range from federated organizations sharing information to enable 

individual national responses, to organizations with more unified multinational command and 

control functions.  

  

In most cases MSR leadership will employ assessment or situational awareness functions as 

well as a response function. In addition to MSR capabilities, the scope and role of these MSR 

functions are also shaped by three variables in the maritime environment: the degree of 

access challenges or threat, the vulnerability, and the value of maritime assets at stake.  

 
2
 Multinational Experiment 7 is a two-year multinational and interagency concept development and experimen-

tation (CD&E) effort to improve coalition capabilities to ensure access to and freedom of action within the 

Global Commons domains (Air, Maritime, Space and Cyberspace). 

 
3
 For the purpose of this document, resilience is accepting the risk of an attack taking place, and rather focusing 

on strengthening the ability to prevent, absorb and recover from an attack. 
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Awareness and Assessment Function 

 

The assessment and awareness are iterative aspects of the same process. Assessment leads to 

improved awareness; improved awareness allows for better assessment. These functions form 

a foundation for enabling a successful MSR decision and response, which may vary in tempo, 

approach over the range of maritime challenges. MSR assessment and awareness functions 

also develop products, including implications and insights, to help shape MSR decisions 

being proposed in the response function. Assessment can also act as a trip wire to warn of 

impending access challenges.  

 

Decisions and Response Function 

 

Responses that entail enforcement remain a top challenge for MSRs. As each region has its 

own unique objectives and challenges, MSRs should develop and adopt their own specific 

ways to respond. To achieve maritime security, a MSR requires within its membership or 

among stakeholders the capacity to make accurate decisions in a timely manner, to respond 

and convince noncompliant actors to comply or, if necessary, to enforce compliance. Part III 

of the MSR Manual, closes with a review the interactions between the assessment and 

response functions that emphasize the Global Approach aided by cyberspace and space 

information particularly for higher impact challenges.  

 

Global coordination and collaboration are clear and essential aspects of improved maritime 

security. The dual solution of Enterprise support and strengthened MSRs that combines 

global resources with regional strength in a Global Approach directly enhances MSR success 

in responding to access challenges. A case is made in this document that the Enterprise 

proposal is central to this success. 
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Introduction  

 

The presence of dozens of groups operating around the globe speaks to national concerns 

about maritime domain access challenges. They have many different names but are 

collectively referred to here as Maritime Security Regimes (MSRs). Historically, these MSRs 

have a wide range of capability as well as success. This paper addresses enhancing MSR 

assessment and awareness as well as providing suggestions for responding to actors when 

their actions are noncompliant.  

 

The Maritime Security Regime Concept (Annex 

A) fundamentally shaped this Enterprise 

Implementation Proposal and MSR Manual. The 

reader should note that the MSR Concept, by 

design, preceded this document. This Manual 

represents MSR conceptual implementation 

processes to address maritime access challenges, including new applications developed 

during MNE 7 discovery, experimentation and analysis. This document proposes the dual 

solution that implements an Enterprise to provide global support to regional MSRs and offers 

processes and approaches to directly enhance MSR capabilities. 

 

Part I proposes the creation of a Maritime Security Regime Enterprise as an entity that offers 

sustained support to encourage and facilitate collaboration between MSRs and improved 

ability to access information, best practices and expertise from beyond their own regions to 

respond to challenges in the Maritime Domain.  

 

Parts II proposes a process for building a new MSR while Part III suggest how to enhance an 

existing MSR a complementary approach to enhancing MSRs, emphasizing collaboration in a 

global approach to regional challenges. This document proposes procedures, principles and 

best practices to directly enhance MSR awareness, assessment and response capabilities.  

 

  

A Maritime Security Regime (MSR) 

is a group of states and/or organiza-

tions acting together, with an agreed 

upon framework of rules and proce-

dures, to ensure security within the 
Maritime Domain. 
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PART I ï Design and Implementation of an Enterprise that Supports 

Maritime Security Regimes. 

 

Introduction  

 

The Central Idea of the MSR Concept and this Manual is a dual approach to strengthen 

MSRs:  

¶ First, the creation of a Maritime Security Regime ñCooperativeò Enterprise as 

an entity that offers sustained support to encourage and facilitate collaboration 

between MSRs and improved ability to access information, best practices, and 

expertise from beyond their own regions to resolve access challenges to the 

Maritime Domain.  

¶ The second, complementary approach of the concept directly enhances MSRs, 

emphasizing collaboration in a global approach to regional challenges. It 

implements a program that provides procedures, principles and best practices to 

directly enhance MSR awareness, assessment and response capabilities.  

 

Part I proposes the first of the dual solutions of the Maritime Security Regime Concept: A 

Global Approach to Regional Challenges (MSR Concept); how to implement an Enterprise
4
 

designed to best combine global collaboration with regional MSR expertise. Parts II and III 

describe establishment and sustainment of an MSR.  

 

These principles, drawn from the MSR Concept support the implementation of an enterprise 

as described in this section.   

 
4
 An enterprise is a cooperative project undertaken, especially one that is important or difficult that requires 

boldness or energy. It often is led by a business organization. (http://dictionary.reference.com/browse/enterprise) 

The term ñenterpriseò was first used to describe this construct during Multinational Experiment 5: Cooperative 

Implementation Planning, Management and Evaluation Concept in October 2008. The Maritime Security Re-

gime Enterprise essential elements include interdomain relationships (cyberspace, space and air). The term En-

terprise is descriptive term and does not prescribe a naming convention. MSRs themselves should name it dur-

ing initial meetings. 
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A potential Enterprise construct is depicted in Figure 1. It directly addresses the increasing 

complexity of inter-regional and interdomain challenges. The Concept makes a case that 

sustained Enterprise support is essential to enabling MSRs to better respond to regional 

access challenges. 

 

 
Figure 1. A Potential Enterprise Structure  

 

Note that it is still a core MSR responsibility to assess and respond to challenges (trigger 

events), but MSR success is enhanced by Enterprise functions and by support from the 

various Enterprise groups depicted in Figure 1. A trigger event is described as a persistent 

MSR Concept Principles that support Enterprise Design and Implementation 

Å Generate Confidence among MSR Members. Generating confidence and trust among 

members over time in turn builds a willingness to cooperate. The willingness of 

members to cooperate for the achievement of common goals within a collective body is 

directly related to their mutual confidence, this in turn, leads to the generation of trust 

in their ability to coalesce. 

Å Build MSR Partnerships. Build partnerships tailored to secure the regions maritime 

resources and commercial needs with an appropriate level of security enforcement or 

response capability.  

Å Establish Individual Stakeholder and Mutual Benefit. For an organizational entity to 

be viable there should be acknowledged individual (national) as well as mutual benefit. 
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access challenge event in a given region that actors coalesce around and causes the formation 

of a MSR.  

 

Creating the Enterprise employs a flexible six element approach as described in Figure 2.   

`

 
Figure 2. Process for Creating an Enterprise to Support MSRs 

 

Based on the baseline assessment, case study results, concept analysis and two limited 

objective experiments, the first two steps of the six element approach have been completed. 

Enterprise leadership decisions and lessons learned that are identified during the 

implementation of the Enterprise will further shape future Enterprise requirements for the 

remaining elements. The six elements are described below. 

 

1.1. Assessment of the Requirement for the Enterprise 

  

The proposed design of the Enterprise responds to the question that was fully explored in the 

Concept: ñIs global cooperation and support required to improve MSR ability to respond to 

regional maritime access problems?ò  
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1.1.1. Overview of ñWhy an Enterprise is Requiredò 

 

The assessment to determine if an Enterprise is required begins with a strategic review. 

Today, there are literally dozens of MSRs, composed of many different types of organization, 

each designed to respond in some manner to a maritime access challenge. At one end of the 

spectrum there are Navy, Coastguard, and law enforcement seeking to deal with the more 

challenging security issues
5
. At the other end of the spectrum are more federated MSR 

organizations such as Sea Surveillance Cooperation Baltic Sea (SUCBAS). Both ends of the 

spectrum are integral parts of a comprehensive approach
6
. Some MSRs may be small 

nongovernmental organizations that work in partnership with national bodies to address 

challenging issues such as illegal, unreported and unregulated fishing.
7
 They generally serve 

a common purpose, offering their sponsors a way of responding to a security threat or illegal 

activity in the Maritime Domain. 

     

The challenges they are facing in many maritime regions are compounded by the problems 

and opportunities of inter-regional relationships as well as space, cyber and air domain 

dependencies. The Case Studies suggest that MSRs would benefit from sharing best practices 

and by having the opportunity to be linked together through the Enterprise. Underlying 

principles, developed in the Concept, underscore the value of this Enterprise approach. 

 

1.1.2. MSR Capabilities Vary  

 

MSR Case Studies (Annex B), the Maritime Baseline Assessment Report, as well as the 

Experimentation Analysis Results (Annex D) established that MSRs and MSR-like 

organizations have widely differing abilities to gain maritime situational awareness, analyze 

access threats and to resolve regional access challenges. Also, regional partners may fail to 

anticipate or are sometimes slow to form an adequate response to emerging access 

challenges. While the underlying strength of these regional MSRs is their inherent awareness 

of the unique culture and associated challenges in their region, they can also greatly benefit 

from other MSR best practices. It is proposed that the Enterprise act as a conduit for 

promoting lessons learned and support the exchange of best practices. 

 

 
5
  Such as operations at the Horn of Africa 

6
 Comprehensive approach. The collaborative employment of diplomatic, informational, military and economic 

power by civil government agencies, national and multinational military forces, international and intergovern-

mental organizations, nongovernmental organizations and other relevant actors in a coordinated, integrated and 

coherent manner in order to achieve unity of effort toward a common goal towards a common goal. (MNE 7 

Lexicon) 
7
 Through the Net. The Implementation of the EU Regulation to prevent, deter and eliminate IUU Fishing. Envi-

ronmental Justice Foundation (2012), www.ejfoundation.org/reports. IUU stands for Illegal, Unreported and 

Unregulated (IUU) fishing. IUU fishing is a global phenomenon, occurring in virtually all fisheries from shal-

low coastal waters to the deep oceans. Accurate data on the scope and scale of IUU fishing is hard to come by as 

it is in essence a clandestine activity. However it has been recently estimated that the total annual value of IUU 

fishing worldwide is between US$10bn and US$23.5bn, accounting for a significant proportion of global catch-

es. 

http://www.ejfoundation.org/reports
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1.1.3. The Requirement for a Global Approach to Regional Challenges  

 

One result and underlying insight of the Baseline Assessment Report, Case Studies, and 

Concept analysis is the value of linking MSRs to increase collaboration with other regions 

and domains. The nature of maritime environment is increasingly global, stressing the 

importance of a Global Approach to what were once mostly regional solutions. While a 

Regional Approach to MSR challenges is still a sound baseline, it is no longer sufficient. 

 

Examples of global factors indicating the requirement for a Global Approach include:  

 

¶ Case studies of MSRs indicate they may not identify the existence of common inter-

regional concerns or may not be aware of corresponding best practices and solution 

sets developed by other MSRs.  

 

¶ In general, shipping operations and commerce are global, cutting across regions, and 

are increasingly cyberspace and space dependent. 

 

¶ Threats to the flow of commerce in the supply chain increasingly span many regions 

and force MSRs to also assess and act globally a well as within their region.  

 

¶ MSRs as well as noncompliant actors will increasingly use and interact in the cyber 

and space domains. For example, commerce flow in the Maritime Domain is often 

automated and directly coupled to the flow of information in the Cyber Domain. 

Additionally, shipping flow and control is reliant on global space assets for maritime 

navigation and communication. MSRs need to use these domains as part of their 

Global Approach. 

 

The Enterprise can help MSRs address all of these global factors by linking MSRs for better 

cooperation regarding best practices, standardized operating procedures and enhanced 

awareness of global commerce and access challenges. 

 

1.1.4. Concept Principles and Central Idea Suggest Sustained Support 

  

Further in regard to the question ñWhy is an Enterprise required?ò a review of the MSR 

Conceptôs underlying principles underscores the value of the Enterprise approach. Many of 

the principles, such as building confidence and establishing mutual benefit and building 

partnerships are long-term challenges that are best addressed by sustained Enterprise support 

of MSR dialogue and education with more mature MSRs. 

 

The Conceptôs Central Idea proposes that its fundamental goal is to enhance a MSRôs ability 

to assess and respond to regional maritime challenges using a dual solution to support the 

MSRs directly and by employing a global Enterprise solution.  

 



12 

 

 

1.1.5. Risks of Not Adopting the Enterprise 

 

Successful implementation of the ideas and approaches proposed in Parts II and III to support 

MSRs is much less likely without the sustained support of the Enterprise. In short, the 

procedures and best practices of this portion of the dual solution are less likely to be 

incorporated. Without an Enterprise, Parts II and III will become outdated documents 

infrequently referenced. Risks of not adopting an Enterprise include these. 

  

¶ Access threats and the nature of the maritime environment are increasingly global; so 

independent or regional MSR operation may be too narrow in the absence of 

Enterprise global support. 

¶ MSRs operating independently may not mature as rapidly.  

¶ Without global assessment and awareness, MSRs may respond too slowly or with an 

inadequate response.  

¶ MSRs lacking internal resources are less likely to successfully seek or obtain the 

capabilities of other stakeholders.  

 

Combined, these risks will increase the likelihood of delayed or failed MSR response to 

maritime challenges. 

 

1.1.6. Recommend Approving Further Development of the Enterprise Proposal 

 

In summary, the Enterprise proposal addresses identified MSR gaps
8
 by emphasizing the 

global linking and collaboration with and between MSRs including the utilization of other 

domains.  

 

1.2. MSR Enterprise Design 

  

Once the Enterprise strategic review is completed and further development approved, the 

initial design of the Enterprise should consider the following elements.  

 

 

 

 

 

 
8
 See Multi National Experiment 7, Outcome 1 Baseline Assessment Results dated 31 March 2011. 

Forming an Enterprise to support the Global MSR Approach is an important 

opportunity and key to MSR success. 
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1.2.1. Develop an Enterprise Strategic Vision Statement
9
 

 

To garner support for the Enterprise formation a short strategic vision statement that is 

convincing and inviting is required to MSRs that may want to join the Enterprise. The vision 

statement concisely summarizes the why, what and how of the Enterprise proposal. It 

emphasizes the key ideas of the Concept and this proposal.  

 

The vision should consider the following aspects: 

 

¶ The Maritime Access Challenges and MSRs Today. The unhindered ability to 

operate within the Maritime Domain is essential to a healthy global economy and is 

vital to the strategic security interests of all nations. Today dozens of Maritime 

Security Regimes (MSRs) are in place across the globe. They have a range of 

capabilities to address access challenges of varying complexity and threat. An 

underlying strength of MSRs is their inherent awareness of the regions uniqueness 

and its associated challenges. Too often they operate independently while facing an 

increasingly global challenge. 

 

¶ The Enterprise Provides for MSR Requests. The Enterprise will employ a 

sustained approach that supports MSRs in a net enabled collaborative environment. 

To manage the complexity and potential surprises in the Maritime Domain of the 

global commons develop an Enterprise that is global, agile and adaptive to support 

MSRs as they address maritime access challenges.  

 

¶ Enterprise Provides MSR Support not direction. The Enterprise, including its 

proposed supporting elements of a Steering Group and Coordination Group, will not 

direct or restrict regional MSR operations.  

 

¶ Enterprise Activities. The Enterprise must provide information on request, facilitate 

coordination with other authorities and agencies across regions, reach out to other 

domains and respond with capacity building assistance. Further, the Enterprise 

approach best addresses the complex and uncertain Maritime Domain with a broad 

range of educational activities including best practices with supporting inter-regional 

dialogue. 

 

¶ Conduct Periodic Conferences. Leadership of an established Enterprise will 

periodically conduct MSR conferences that explore maritime challenge issues. These 

meetings may also explore policy and decision-maker level review of the Enterpriseôs 

vision, objectives and design.  

 
9
 Strategic Vision: a description in broad terms of the situation as it would fulfill political objectives. This strate-

gic vision provides the long-term perspective for the Enterprise effort. 
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1.2.2. Enterprise Objectives and Design Features 

 

Enterprise objectives are largely based in achieving MSR core abilities to maintain maritime 

access. The Enterprise is designed to support achieving these objectives. 

 

¶ Prime Enterprise Objective ï Facilitate Global Support to Regional MSR 

Challenges. Without creating a directive role, the Enterprise provides sustained MSR 

support featuring a Global Approach emphasizing collaborative interaction with other 

MSRs and domains. This support offers global resources tailored to the region.  

 

Enterprise design feature: Offer MSRs the full range of Enterprise supporting 

capabilities and links.  

 

¶ Support Timely MSRs Responses. Regional uncertainty implies the requirement for 

persistent assessment to enable timely and effective responses. Additionally, in an 

interdomain and inter-regional environment, the limits of independent or isolated 

MSR responses are apparent. This includes the need to identify likely response 

capabilities earmarked earlier in the process and to facilitate support from a wider 

selection of nations and organizations. 

 

Enterprise design feature: Seek ways to assist MSRsô ability for more effective and 

more measured responses through building sufficient maritime awareness including 

capitalizing on inter-regional and interdomain capabilities.  

 

¶ Assist Identifying Key Stakeholder Response Capability. Improve MSR decision 

response capability by better identifying likely response abilities of stakeholders. 

Also, include linking the MSR to other MSRs for advice and support. 

 

Enterprise design feature: Support identifying key stakeholder abilities as well as 

linking MSRs to other MSRs and to other global commons domains. 

 

¶ Assist MSR Maritime Situational Awareness and Understanding. Enhance the 

MSRsô capabilities to improve Maritime situational awareness and understanding 

through facilitation of global information exchange. 

 

Enterprise design feature: Foster persistent regional maritime situational awareness 

in particular with regard to the movement of maritime commerce or resource 

exploitation as a baseline, in order to identify noncompliant activity in the maritime, 

space and cyber domains. It remains a major challenge to maintain awareness of all 

maritime activities including that of noncompliant actors. 
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¶ Support MSR Assessment Capabilities. Enhance the MSRsô capabilities to assess 

the maritime situation through collaboration facilitated by the Enterprise. 

 

Enterprise design features: Foster Maritime Domain assessment capabilities of MSRs 

by supporting the collaboration of the MSR members in sharing national and 

organizational assessment results or by assisting in the establishment of an 

assessment function within the MSRs. 

 

¶ Implement Procedural Options. Develop and implement decision-making 

processes, especially regarding funding and capability building by outlining a set of 

commonly accepted business rules. This could include conflict resolution options for 

those members that cannot agree to the majority. 

 

Enterprise design feature: Identify and define rules for membership and business 

operations on the basis of majority consensus. 

 

¶ Other Enterprise Design Features 

Á Provide MSRs a flexible approach to build new and enhance existing regional 

frameworks that better meet these objectives.  

Á Outline principles and procedures for successful MSR establishment or 

enhancement and sustainment based on best practices from case studies of 

existing MSRs. 

Á Improve Maritime Domain security by including a menu of MSR access challenge 

solution options.  

Á Identify and explore new methods for identifying common issues of MSRs. For 

example, build a common agenda checklist. 

 

1.2.3. Develop the Enterprise Design 

   

Enterprise success is measured in a MSRôs ability to ensure access in the Maritime Domain 

through, awareness, assessment and the capability to adequately respond to access and 

security challenges.  

 

Keys to sustained MSR support by the Enterprise are five complementary and interconnected 

activities depicted in Figure 3.  



16 

 

 
Figure 3. Enterprise Activities ï A Global Approach to Regional Challenges 

 

These are the activities depicted in Figure 3. 

 

¶ Enterprise Net Enabled Collaboration designed to support MSR dialogue including 

exchange of information, building enhanced awareness and communicating alerts of 

access challenges or problems. MSRs and the elements of the Enterprise are 

interconnected and able to interact in a timely manner with each other as well as other 

interdomain sources.  

 

¶ MSR library that offers links and direct means to access a repository of knowledge for 

all MSRs including relevant information such as: 

Á Historical examples 

Á Best Practices 

Á Current or recent access incident reports  

Á MSR and Subject Matter Expert contact information. 

 

¶ Enhance MSR awareness by improved collaborative assessment. 

 

¶ Shared expertise about related activity of interest to MSRs. 
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¶ Capacity Building that promotes MSR enhancements through advocacy for 

partnering, mentoring and increased membership.  

 

Collectively or individually these enterprise functions will support MSRs with information, 

expertise and possible response options to current and emerging challenges by offering 

greater understanding, wider information sharing and expertise about related activities within 

the Enterprise.  

 

1.2.4. Enterprise Groups 

 

Figure 4 depicts examples of the groups that could be created to support the Enterprise. 

  

 
Figure 4. Enterprise Organization 

 

Enterprise groups and their responsibilities and roles may include: 

 

Steering Group. This group is led by a Chairman and is composed of members whose role is 

to provide guidance and make decisions on strategy and planning on behalf of their respective 

MSRs with which they will liaise as necessary. They represent and guide the Enterprise 

functions and the supporting components including the Coordination Group and several 

subgroups depicted above. The Steering Group also leads the Enterprise MSR Conferences.  
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The Enterprise Conferences are periodic face-to-face meetings of senior MSR representatives 

to explore regional MSR issues and challenges and to exchange information. Participants 

include a Steering Group and its Chairman and supporting groups in the field of operations, 

technical requirements, legal questions, or other special areas of concern as required.  

 

Conference objectives and roles may include: 

 

¶ Guide MSR Conference detailed planning, and execution.  

¶ Direct Conference agenda items and design the Conference sessions for the Chairman. 

¶ Select ñhot topicsò to be discussed during the Conference and in the Net Enabled 

Collaboration environment. 

¶ Develop and articulate appropriate and acceptable Enterprise and Subgroup names.
10

 

¶ Support and enable maritime capacity building activities. 

¶ Provide a networking forum for the MSRs.  

¶ Develop MSR advocacy policy in order to generate political will, improve MSR 

partnering and mentoring, and increase membership. 

¶ Develop suggested Enterprise member conflict resolution processes.  

¶ Guide the Enterprise library of best practices (lessons learned), MSR concept and 

MSR Manual publication updates.  

¶ Ensure support for MSR education and training. 

¶ Act as an advocate for consensus building for new laws or regulations concerning 

emerging access challenges.  

¶ Guide MSR assessment support including early warning trip wire functions. 

  

Coordination Group. This group supports the Steering Group by conference preparation and 

the meetings as well as maintaining the Enterprise net enabled collaboration and knowledge 

repository. This Group should be organized by the Enterprise Steering Group according to 

their requirements.  

 

Primary roles for the Enterprise Coordination Group include: 

  

¶ Supporting the Enterprise Steering Group and its Chairman to facilitate networking of 

the MSRs including net enabled collaboration. Additionally: 

Á Maintain the Enterprise library of best practices (lessons learned) including MSR 

concept and MSR Manual publications and other pertinent documents.  

Á Support education and training of MSRs. 

Á Support maritime capacity building activities. 

 

¶ Provide MSR Conference detailed planning, and execution:   

 
10

 The term Enterprise are descriptive terms and do not prescribe a naming convention. MSRs themselves should 

name them during initial meetings. 
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Á Develop Conference agenda items and design the Conference sessions for the 

Chairman. 

Á Be the conduit for ñhot topicsò to be discussed in the Conference and in the 

Enterprise Net Enabled Collaboration.  

 

¶ Future roles could include: 

Á Support MSR assessments including early warning ñtrip wireò functions.  

Á Be alert to and report MSR crisis events and access challenges. 

Á Elevate immediate action items to the appropriate Enterprise Steering Group 

leadership. 

Á Maintain awareness and knowledge about related inter-regional and interdomain 

activities.  

Á Support MOU development in anticipation of future action. 

 

Other Groups. The Enterprise Steering Group is also supported by a number of subgroups, 

which may include groups to address standards, training and education, procedures and other 

topics as required. These groups may meet as sub-conferences of the MSR Conference to 

address topics of interest to that group.   

 

Other Possible Participants. Other possible participants in the enterprise may include 

International Organizations (IO)
11

, nongovernmental organizations (NGO)
12

 and other 

observers with an interest in Maritime Security such as commercial interests
13

 (shipping 

companies or port operators).  

 

1.3. Endorsement of the Enterprise by Relevant Authorities 

 

Obtaining endorsement of relevant authorities requires building a MSR community of 

interest. This is an iterative process that includes:  

 

¶ Establishing an Enterprise transition team to build national consensus and support for 

the Enterprise proposal. 

¶ Enterprise legitimacy should be explored through a bottom up approach by the 

participating MSRs and through top down endorsement by international maritime 

organizations. 

¶ Build consensus among key nations, existing MSRs and maritime organizations 

(IMOs, shipping organizations and commercial organizations).  

¶ Conduct Enterprise endorsement progress assessments on a regular basis. The goal is 

initial assessment of advocates, level of ambition, and political will. 

 
11

 E.g., International Maritime Organization (IMO), International Maritime Bureau (IMB), African Maritime 

Safety and Security Agency (AMSSA). 
12

 E.g., Environmental Justice Foundation.  
13

 E.g., Commercial companies such as Maersk, Baltic and International Maritime Council (BIMCO) and 

Lloyds of London. 
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¶ Initiate reviews of the Enterprise proposal by national and international organizational 

authorities. 

¶ Obtain political advice of national level decision makers and maritime organizational 

leadership. 

¶ Develop specific products designed to support the leadership decision-making 

process.  

¶ Utilize ongoing maritime security conferences, experiments and exercises to explore 

and improve the MSR Concept and MSR Manual.  

¶ Seek endorsement by relevant authorities including publicizing previous 

endorsements in order to attract other members of the community of interest to join 

the Enterprise. 

¶ Develop products for media sources to influence the narrative.  

 

1.4. Develop an Enterprise Implementation Roadmap 

 

The Enterprise strategic roadmap
14

 (or transition plan) steps include: Planning, scheduling, 

funding and supporting a kickoff meeting to establish the Enterprise. 

 

Developing the Enterprise roadmap will best be completed by a maritime security 

organization with the resources to invite the various MSRs, MSR like organizations and 

others from the community of interest. Potential future Enterprise development efforts could 

include refining MSR Enterprise support and coordination by exploring the following 

options. 

 

¶ Improving maritime global situational awareness using an Enterprise. 

¶ Deriving MSR Maritime Domain situational awareness information resource 

requirements and required capabilities for a common operational picture (COP) 

designed to support the range of MSR operational requirements. 

¶ Linking to interdomain support sources. 

¶ Building and evaluating Enterprise processes to support MSR assessment activities 

and alerting or acting as a tripwire to potential or actual regional maritime challenges.  

 

 

 

 

 

 

 

 
14

 Strategic Roadmaps. Possible sets of coherent sub-steps derived from the Strategic Objectives. They each 

indicate an overarching approach to guide the Enterprise efforts. The achievement of all of the sub steps that 

comprise a Strategic Roadmap marks the attainment of the intended state. It also provides a preliminary idea of 

the constraints as well as of the possible resources, time frames and synchronization requirements. 
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1.5. Enterprise Implementation 

 
Implementation using the roadmap includes enhancing member advocacy of the Enterprise 

proposal, attracting new members, and must be supported by senior level national and 

maritime organizational commitment. Conducting an initial conference and establishing a 

transition team are important implementation steps. 

 

1.5.1. Conduct the First Enterprise MSR Conference 

 

Some recommended agenda items for the first Conference include: 

 

¶ Establishing a rotational framework for the guidance and administration of the 

Enterprise:   

Á Determine procedures for and elect a Chairman, 

Á Determine term length for key positions and functions, 

Á Set a Conference interval time frame, including selecting a lead organization for 

events scheduled in the near future, and  

Á Determine technical points of contact to coordinate required Enterprise IT and IT 

security.  

¶ Establish legal agreements, including information sharing agreements and MOUs. 

¶ Develop Terms of Reference for the Enterprise: 

Á Establish and agree upon rules, regulations and membership criteria, 

Á Establish a procedure for adjudicating new membership requests, and 

Á Establish procedures for arbitrating differences or disputes between Enterprise 

members. 

 

1.5.2. Establish an Enterprise transition team to undertake recommendations and 

agreements from the initial Enterprise MSR Conference. Transition team tasks 

include: 

 

¶ Refine inter-regional MSR communication processes and net enabled collaboration. 

¶ Identify Enterprise educational and leadership challenges and resources. 

¶ Facilitate MSR education on a range of maritime access challenges. 

 

 

 

 

The European Maritime Surveillance Networking (MARSUR) and the Centre of 

Excellence for Operations in Confined and Shallow Waters (COE CSW) are working 

toward conducting events in 2013 that will further the process of Enterprise 

Implementation. 
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1.6 Enterprise/MSR Information Sharing, Information Management and Knowledge 

Management 

  

MSR Information Sharing, Information Management and Knowledge Management are 

important capabilities for a successful global Enterprise. The strength of the Enterprise 

depends on MSR collaboration and informal as well as formal information and knowledge 

exchange. 

 

Setting up a new MSR or enhancing already established ones in an Enterprise as described in 

this Manual requires an early and detailed vision of how to implement, upgrade and tailor the 

Information Sharing processes to the specific requirement as requested by the MSR. 

Encouraging and supporting internal and external Information Sharing policies is a function 

of the Steering Group. Although the Enterprise will meet periodically, the importance of 

proper information sharing is a continuous activity. Consequently, either the Chairman or the 

Enterprise Coordination Group should provide MSR Information Sharing and Knowledge 

Management support. 

 

1.6.1. Enterprise Information Management for MSRs 

 

Dedicated Information Management is one of the important factors for successful MSRs, 

particularly in light of the Global Approach to access challenges. The design of an 

appropriate Information Management policy and especially from the first steps of cooperation 

onwards, the Information exchange procedures, must be tailored to bilateral or multilateral 

requirements of the involved MSRs. The benefits of Information Management are very much 

dependent on the willingness of the partners to share information.  

Much previous work on information sharing has determined that an effective information 

management plan will ensure that trustworthy information becomes visible and accessible to 

all, for near real-time use. Additionally, the plan should define adequate transmission security 

regulations for the intended lines of communication and systems. 

 

Because differing national regulations and policies regarding the dissemination of 

information and related security principles are in force, methods for information sharing 

should be considered as early as possible. Existing conventions of content-related information 

security regulations such as ñneed to knowò have to be recognized as well as approach-

related regulations like ñneed to share in MSR collaboration.ò Such conventions need to be 

reconsidered in order to identify one commonly agreed way ahead to ensure the smartest 

possible internal and external approach for comprehensive sharing and safeguarding 

information. Various existing Information Management policies already provide very detailed 

guidance and solutions for all decision levels. Case studies indicate that an initial approach 

for MSR or inter-MSR information sharing is found in a series of small iterative steps to 

build confidence. 
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1.6.2. Enterprise Support of MSRs Knowledge Management 

   

Information or knowledge has a limited lifespan. Certain types of information, especially 

when coupled with analysis, becomes knowledge. It is best obtained or generated near its 

source, within the region of the MSR.  

 

Such knowledge is also widely used in developing ñlessons learnedò or ñbest practicesò 

archives. In this regard, knowledge management has more enduring value. These lessons 

learned archives are valuable for replicating processes as associated with building or 

enhancing existing MSRs. Consequently, one of the bodies of the Enterprise should be 

designated to take responsibility and support MSR information and knowledge flow. The 

Enterprise should also address knowledge management in its training and education function. 
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PART II ï Building a MSR within the Enterprise Construct 
 

Introduction.   

 

The following principles, drawn from the MSR Concept, support building a MSR as 

described in this part of the document and sustaining a MSR as will be described in 

Part III.  

 

 

MSR Concept Principles that support Building a MSR within the Enterprise Construct 

Å Generate Confidence among MSR Members. Generating confidence and trust among 

members over time in turn builds a willingness to cooperate. The willingness of members 

to cooperate for the achievement of common goals within a collective body is directly 

related to their mutual confidence, which in turn leads to the generation of trust in their 

ability to coalesce. 

Å Build MSR Partnerships. Build partnerships tailored to secure the regions maritime 

resources and commercial needs with an appropriate level of security enforcement or 

response capability.  

Å Establish Individual Stakeholder and Mutual Benefit. For an organizational entity to be 

viable there should be acknowledged individual (national) as well as mutual benefit. 

�‡ Each MSR is Unique and Must Be Agile and Make Its Own Policy Decisions. There are 

two factors that establish this uniqueness. First, there is a wide diversity of challenges and 

the evolving operating environment in maritime regions of the world. Each is uniquely 

complex and marked with uncertainty where different cultures, viewpoints and 

interpretations exist. Second, there is a wide variation in the capabilities of MSRs. 

Å Support MSR Compliant Actors. The MSR must act in accordance with the United 

Nations Convention on the Law of the Sea (UNCLOS). Its central goal is freedom of access 

in the Maritime Domain, principally for all actors that comply with international norms 

and standards. 

Å Support a Comprehensive Legal Framework. MSRs support a comprehensive legal 

framework using both national and international law balanced by an assertive application 

of the law ï ñlaw in action.ò The MSR must back its legal framework using well-organized 

cooperation and trust to achieve a shared agenda. 

Å Enable Planning and Decision-Making in a Complex MSR Environment. MSR planning 

and decision-making must be designed for the complex environment including a wide 

variety of civilian governmental and private participant interests. An underlying challenge 

is the combination and interaction of these numerous partners, cultural differences, 

interdomain factors, inter-regional partners and regimes facing threats of similar 

complexity and interactions. In the multitude of varying scenarios of the Maritime Domain, 

MSR decisions should include responses using the range of diplomatic, economic and 

military considerations striving to prevent and minimize access challenges using a 

comprehensive approach. 


